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SAP User Access
Compliance

Secure Provisioning 
(Full Life Cycle User  

Access Administrator)

Security Weaver Emergency Repair™ (ER) is a security solution that enables emergency access to an SAP enterprise system in an 
automated and intuitive fashion with little human intervention. Once access is granted, ER generates highly detailed records and 
documentation on all user activity, transactions, and accessed information. Security Weaver ER leverages existing SAP interface 
designs, application components, utilities, and tools to more effectively enable emergency access functionality.
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•  Emergency access tied directly to individual’s ID

•  All changes made with emergency access are tied with the user who  
    has the access

•  Detailed field-level changes of changes (if table logging is active)

•  Email notifications during assignments of emergency access

•  Reduce Administrator time from mundane tasks

•  24/7 Availability

•  Auditing approver capabilities

•  Workflow approvals allow highly sensitive Emergency Roles to only be 
    accessible with an explicit approval from the approver/reviewer

•  Access can be granted for as little as a few minutes, to as long as years; this 
    flexibility allows each emergency role to be given to a specific end user for the 
    appropriate time

•  Provides the flexibility for ER users to extend needed access in an easy and 
    automated fashion

•  The Review Assignments report allows administrators to see when users have 
     activated their Emergency Roles and when these roles were removed


